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This article serves as an overview and introduction to the discipline of cyberpsychology. Research and scholarship on the interaction
of technology and human behavior through the lens of psychology has exploded, and relatedly the field of cyberpsychology. The
internet has transformed social interactions, communication patterns, and even our identities. Research literature and presentations
in the area of cyberpsychology have primarily attended to personality variables, perceptual processes, emotional functioning, and
behavioral responses. Five major areas identified in the literature as especially relevant to the field are examined, including online
behavior and personality; social media use and psychological functioning; games and gaming; telepsychology; and virtual reality,
artificial intelligence, and applications. In addition, future directions in cyberpsychology as it relates to ethics, clinical work, age and
disability, education and training, and research are discussed. As the field of cyberpsychology is relatively in its infancy,
psychologists are well positioned to inform this innovative discipline through interdisciplinary collaborations.
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The Age of Cyberpsychology: Past, Present, and Future

We have entered a new era in the field of psychology.
Approximately 58% of the world’s 7 billion people use the internet
(Clement, 2019). The creation and sharing of information and ideas
through social media has become a primary form of communication
and information exchange (Brossard & Scheufele, 2013; Smith &
Anderson, 2018). The combination of new technologies and “digital
natives” (Prensky, 2001), that is, those who have grown up using the
internet, computers, and mobile devices, is transforming the ways in
which we learn, communicate, and socialize in the world (Institute
for Information Technologies in Education, 2011). Social interac-
tions, communication, and patterns of behavior in almost every
sphere of life have been transformed. Electronic messaging has
become the medium of choice for business and personal communi-
cation (Srivastava, 2005). Greater convenience and extended infor-
mation access related to “always on” connectivity and mobility have
led to technology entering the private spheres of human lives. Users
have a “technological intimacy” with many devices, carrying and
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using them wherever they go. Traditional hierarchical structures
have flattened, accessibility to political institutions has been
enhanced, and the ability to build personal and professional net-
works has surged. The use of mobile devices alone has decentralized
communication networks and has the potential to facilitate groups of
unrelated people at a moment’s notice (Rheingold, 2002; Srivastava,
2005). The speed and flow of information online has enabled
information to be transferred on a mass global scale, galvanizing
social movements such as the Arab Spring, Occupy Wall Street, and
#MeToo. In short, the ways in which we consume information and
communicate with others both locally and globally have fundamen-
tally changed.

With the growth of new technologies and an increasingly inter-
connected world, the field of cyberpsychology has emerged as a
unique discipline. Defined as the discipline of understanding the
psychological processes related to, and underlying, all aspects
and features of technologically interconnected human behavior
(Atrill-Smith et al., 2019), cyberpsychology includes multiple and
intersecting disciplines such as human—computer interaction, com-
puter science, engineering, and psychology. Advances in global
communication and technologies, social media and networking
sites, and technological intimacy created through developments
such as the iPhone have created shifts in perspectives and behaviors.
Moreover, there is expanded recognition of cyberpsychology
through professional associations, such as the American Psycho-
logical Association (APA), as well as via new journals, conferences,
and emerging academic programs. As such, the term cyberpsychol-
ogy has come to encompass diverse areas of scholarship and
application which are viewed through the lens of psychology and
the behavioral sciences. The transdisciplinary nature of cyberpsy-
chology draws on a range of theoretical perspectives and continues
to evolve. Moreover, the applications of cyberpsychology to a
myriad of arenas such as education, healthcare, the workforce,
security, and psychological practice are far reaching.

This article serves as an introduction to five major areas that have
been identified as relevant to the field of cyberpsychology, including
trends and directions in cyberpsychology ethics, research, training,
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and application. They include (a) online behavior and personality;
(b) social media use and psychological functioning; (c) games and
gaming; (d) telepsychology; and (e) virtual reality (VR), artificial
intelligence (Al), and applications. These five areas emerged from a
review of over 400 textbooks, including texts focused specifically
on psychology and cyber, and journal articles that examined the
relationship between technology and human behavior through the
lens of psychology, as well as a thematic analysis of topics presented
during previous APA Technology, Mind, and Society Conferences,
first convened in 2018. The five areas, which have primarily
attended to personality variables, perceptual processes, emotional
functioning, and behavioral responses, have emerged as most
prominent in the cyberpsychology literature.

It must be acknowledged that the field of cyberpsychology is in its
infancy in many ways, which includes not having a definitive and
agreed upon language and boundaries. This review, while not
exhaustive, posits a potential framework from which to further
elucidate the field of cyberpsychology through an established
understanding of past and present work as well as an identification
of areas in need of further exploration.

Online Behavior and Personality

As individuals increasingly engage with the world through cyber
technology in many areas of their lives, research on online behavior
has also increased. These investigations include the ways in which
people behave in cyberspace relative to face-to-face and the rela-
tionship between personality characteristics and a range of online
behavior such as social media preferences and use, dating activity,
cybersecurity measures, and online bullying.

People often behave differently in cyberspace versus offline. The
online disinhibition effect is a term used to describe the lowering of
psychological restraints in online social environments (Joinson,
2007; Suler, 2004, 2016), reflected in reduced behavioral inhibitions
and lowered regard for behavioral boundaries in cyberspace. The
lack of eye contact and anonymity in cyberspace are two factors that
reduce inhibitions and result in cyber-specific behavior, including
self-disclosure (Lapidot-Lefler & Barak, 2015). Individuals may
engage in viewing content (e.g., pornography, violent sites) or
seeking information (e.g., healthcare) online that they would not
do offline.

A number of studies have explored the complex relationship
between aspects of the online environment (i.e., reduced cues and
controllability), personality characteristics, and online behavior (Wu
et al., 2017). For example, personality factors seem to be associated
with Social Networking Site (SNS) preferences such as Facebook or
Twitter use (Hughes et al., 2012; Lahari, 2014). Much of this
research has applied studies in human personality to online behav-
ior. For example, the Five-Factor Model of personality (neuroticism/
emotional stability, extraversion, openness to experience, agree-
ableness, and conscientiousness) has been applied to the investiga-
tion of people’s use of SNSs through self-reports (e.g., Ross et al.,
2009) as well as more objective measures of user information
(Amichai-Hamburger & Vinitzky, 2010). These five factors have
been studied extensively across cultures as representing personality
traits (Costa & McCrae, 1992). Extraversion, agreeableness, and
conscientiousness are positively related to social media use in many
countries (Correa et al., 2010; Gil de Zufiga et al., 2017) particularly
general frequency of media use, social media news use, and online

social interactions, whereas emotional stability and openness to new
experiences are negatively related to social media use (Gil de Zufiiga
et al., 2017). Extraversion also appears to be positively associated
with the number and frequency of text messaging and communica-
tion app usage on smartphones (Harari et al., 2019; Montag et al.,
2014). Other research (e.g., Fox & Rooney, 2015; Gnambs & Appel,
2018; Mehdizadeh, 2010) has found weak-to-moderate positive
relationships between the Dark Triad of personality (i.e., narcissism,
Machiavellianism, and psychopathy) and social networking beha-
viors. For example, high levels of narcissism are associated with
greater online self-promotional behavior such as number of selfies
posted as well as such as editing photographs of oneself posted on
SNSs (Fox & Rooney, 2015).

Personality features have also been shown to relate to online
dating activity. A national survey of over 19,000 Americans who
were married between 2005 and 2012 found that over one-third met
online (Cacioppo et al., 2013). Singles who used dating apps, such
as Tinder, score significantly higher on extraversion and openness to
experience with medium effect sizes compared with non app users
(Timmermans & De Caluwé, 2017). Additional research has exam-
ined how relationships are developed and maintained online as well
as negative aspects of online relationships such as catfishing, which
is used for romantic scams.

The relationship between individual personality and online
behavior such as cybersecurity measures has also been studied.
Cybersecurity is an area that continues to benefit from psychological
research findings (Wiederhold, 2014). For example, using a regres-
sion model, McCormac et al. (2017) found that conscientiousness,
agreeableness, openness, emotional stability, and risk-taking pro-
pensity explained a significant amount of the variance in informa-
tion security awareness, with conscientiousness the most important
contributor, followed by agreeableness and risk-taking propensity.
Similarly, characteristics such as rational decision-making and
extraversion were found to be significant unique predictors of
careful computer security behaviors (i.e., device securement, updat-
ing) after controlling for demographic factors such as age and gender
(Gratian et al., 2018).

Other investigations have included exploring social psychologi-
cal factors that contribute to online criminal activity (Kirwan &
Power, 2012; McAlaney et al., 2018) and ways in which fraudsters
deceive their victims (Burgard & Schlembach, 2013), cyberattacks,
and cyber terrorism (Rogers, 2003); the social psychological impact
of cybercrime victimization (Kirwan & Power, 2012); factors that
influence privacy precautions (Burgard & Schlembach, 2013) such
as perceptions of risks and rewards; and evidence-based practices
for helping to raise public awareness and promote related precau-
tions. Understanding the impact of deep fakes (Goodfellow et al.,
2014) on unsuspecting victims is another important area of study
which will continue to have longstanding consequences for indivi-
duals and society.

An area of online behavior which has received attention in both
the popular press and among researchers is cyberbullying. Cyber-
bullying is defined as “willful and repeated harm inflicted through
the use of computers, cell phone, or other electronic devices”
(Hinduja & Patchin, 2014). Fifty-nine percent of U.S. teens report
being bullied or harassed online (Anderson, 2018). This can include
sending or posting humiliating or threatening messages or photos to
a third party or to a public forum where many online participants
visit. The dissemination of sexually explicit images or video of an
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ex-partner via the internet is a particular form of cyberbullying,
otherwise known as “revenge porn.”

The cyberbullying literature has examined the prevalence of
cyberbullying among youth, prevalence estimates across demo-
graphic factors (e.g., sex, race), the overlap between face-to-face
bullying and cyberbullying, and predictors of cyberbullying
(Espelage & Hong, 2017; Kowalski et al., 2014). Texting and social
media seem to be the most commonly used venues for cyberbullying
(Whittaker & Kowalski, 2015). Studies have shown that both Big
Five and Dark Triad personality traits are related to traditional
bullying and cyberbullying behaviors in adolescents as well as in
adults (van Geel et al., 2017). In addition, normative beliefs about
aggression, moral disengagement, callousness, and sadism are
related to cyberbullying among youth (Kowalski et al., 2014;
Wright et al., 2019). The psychological and behavioral impact of
cyberbullying is significant. Meta-analyses have revealed associa-
tions between cyber-victimization and higher school attendance
problems, academic achievement difficulties, loneliness, suicidal
ideation, anxiety, and substance use with correlations ranging from
.15 to .27 (Gardella et al., 2017; Kowalski et al., 2014).

Research on personality and online behavior is ripe for further
investigations as qualities beyond the Five-Factor Model are con-
sidered. This includes both personality and environmental factors
that influence an online disinhibition effect, particular online per-
sonas, and the regulation of online behavior. Cyberspace is a unique
environment which calls for consideration of dimensions that do not
necessarily relate to offline behavior. For example, the sense of
anonymity online (Barlett et al., 2016) coupled with particular
personality characteristics seems to contribute to cyberbullying.
Further research on cyberbullying prevention, such as identifying
predictors and promoting interpersonal empathy and accountability,
would prove of great societal benefit as offline aggression may
currently evidence in online aggression. Moreover, the limitations
and ethical implications of Al and its use of big data to predict
personality, preferences, and behaviors require further investigation,
discussion, and oversight.

Social Media Use and Psychological Functioning

The relationship between social media use and psychological
functioning, especially anxiety and depression, has demonstrated
varied results. Some studies have found that social media use has a
positive impact on well-being by facilitating online social connec-
tions and/or enhancing physical (offline) interactions (Wellman,
2001). For example, Facebook use is associated with perceptions of
online social support (Liu & Yu, 2013; Nabi et al., 2013). Such
support seems to be related to number of Facebook friends, which, in
turn, is associated with reduced stress and feelings of well-being
(Nabi et al., 2013). Having a larger Twitter social network and being
more active in that network seems to be particularly helpful to
people with lower levels of in-person social support in alleviating
depressive thoughts and symptoms (Cole et al., 2019). Relatedly,
online self-disclosure seems to moderate the relationship between
excessive smartphone use and stress and loneliness with significant
reductions in loneliness and stress for excessive smartphone users
who communicate their feelings and anxieties online, but increased
stress for those who engaged in little online self-disclosure (Karsay
et al., 2019).

These above studies point to the availability and use of existing
resources as an important factor in the relationship between social
media use and psychological functioning. This may relate to the
finding of gender differences in large-scale studies (Hampton et al.,
2015). For men, no relationship has been found between psycho-
logical stress and frequent use of social media, mobile phones, or the
internet more broadly. However, for women, tech use seems to be
related to modestly lower levels of stress. Specifically, the more
pictures women share through their mobile phones, the more emails
they send and receive, and the more frequently they use Twitter, the
lower their reported stress. It may be that women’s higher levels of
perceived social support through the use of technologies moderate
reductions in stress.

Other studies have indicated a negative relationship between
social media use and psychological functioning (Boers et al.,
2019; Brooks, 2015; Kross et al., 2013; Lin et al., 2016; Vahedi
& Saiphoo, 2018). Meta-analysis of the mental, physical, and social
effects of the use of social media has found a weak-to-moderate
association between smartphone use and stress and anxiety (Vahedi
& Saiphoo, 2018). A significant association has also been found
between social media use and increased depression with signifi-
cantly increased odds of depression and lower happiness for those in
the highest quartile of use relative to those in the lower quartile of
use among a range of ages (Brooks, 2015; Erceg et al., 2018; Lin
etal., 2016). Longitudinal effects have been demonstrated with high
mean levels of social media use among adolescents over time
associated with increased depression (Boers et al., 2019). Inter-
acting with media that promotes upward social comparisons seems
to be correlated with reductions in self-esteem and, in turn, increases
in depressive symptom (Boers et al., 2019).

Most digital device use is positive. However, excessive use/
misuse among some may become problematic and negatively affect
educational, psychological, social, and/or physical well-being
(Andreassen et al., 2016; Gentile et al., 2017; Hawi & Samaha,
2017; Lam, 2014). Internet addiction (IA) has been defined as an
inability to inhibit internet use that exerts an adverse impact on
major life domains such as interpersonal relations and physical
health. Many researchers assert that the definition can be explained
by behaviors such as excessive use of certain applications online and
unregulated/pathological/problematic hours online (Frangos et al.,
2011). Prevalence estimates range between 0.7% and 27.7% of the
population (Poli, 2017).

It must be recognized that IA is an emerging category and no
widely agreed upon diagnostic criteria exists. Several instruments to
assess IA have been developed (e.g., Hawi et al., 2019; Shaw &
Black, 2008) and different cutoffs used for various studies (Poli,
2017). A meta-analysis of 31 nations across seven world regions
(Cheng & Li, 2014) demonstrates that IA prevalence is significantly
related to quality of life as measured by both subjective (life
satisfaction) and objective (quality of environmental conditions)
indicators. IA has been found to be comorbid with mental disorders
such as attention deficit hyperactivity, anxiety, alcohol abuse, and
depression (Ho et al., 2014; Waldo, 2014). Younger age, male
gender, early exposure to the internet, frequency of use, and
availability of time have been found to be statistically related to
IA (Kawabe et al., 2016; Lam et al., 2009). Moreover, certain
psychological attributes such as lower self-esteem, shyness, and
loneliness are moderately to strongly associated with addictive SNS
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use (Bian & Leung, 2015; Mahapatra, 2019; Milosevi¢-Dordevié¢ &
Zezelj, 2014).

Clearly, the relationship between internet use and psychological
functioning is not simple and depends on factors such as how one
uses it (i.e., what sites are visited) and who one interacts with
(Bessiere et al., 2008). Greater understanding of the directional
influence of potentially problematic internet use and emotional
states, including comorbidity, will allow for better diagnostic mod-
els and interventions. Research may benefit from more longitudinal
research (Lam, 2014) while also controlling for variables such as
type of cyber use, purpose of use, personality characteristics, and
level of offline social support. Future research may help to pinpoint
social and psychological factors that influence internet use among
diverse individuals and groups, including frequency, particular
social media sites accessed, and ways in which individuals and
groups present themselves online.

Games and Gaming

The development and use of video games has grown within the
last few decades. Technically, “video games” are electronic games
that use visual feedback. According to the Entertainment Software
Association (ESA, 2019), more than 164 million adults in the United
States play video games, and three-quarters of all Americans have at
least one video game player in their household. The ESA reports that
93% of American households own a smartphone and, of those,
almost half of them use it to play video games. “Gamer” communi-
ties have grown, allowing people to interact in a shared space
regardless of geographical location. “Digital games” is a broader
term referring to any game that is played in an electronic platform
including games used for learning or health (Carras et al., 2019).

Research has focused on motivators, psychosocial impact, and the
purpose and application of video games in many realms, from
educational to behavior change. Research on the motivators of
video game use has identified human needs for competence, social
connection, and autonomy (Przybylski et al., 2010; Ryan et al.,
2006). Gaming may provide social opportunities and reductions in
depression, for example, for youth who have more limited social
support (Kim & Ahn, 2016). This may be due to the fact that gaming
has become a social activity and many gamers play with others,
either physically together or online. The use of games to improve
cognitive functioning and social connection in older adults, as
well as relieve symptoms of post-traumatic stress disorder
(PTSD) such as intrusive memories (James et al., 2015) and
depression (Russoniello et al., 2019), improve mood, and reduce
stress (Russoniello et al., 2009) has also been demonstrated.

One area of controversy that has received much media attention
includes the impact of violent video games on behavior. Several
jurisdictions have attempted to enact laws limiting the sale of violent
video games to minors. Findings of nearly 30 years of research on
the effects of violent video games on aggressive, violent, or delin-
quent behavior are mixed (Elson & Ferguson, 2014). Overall, there
appear to be weak associations between violent video games and
aggression (Carras et al., 2019), and near-zero associations when
variables such as gender are included in the analysis (Ferguson,
2015). Other studies employing multiple meta-analyses of violent
video game use find direct associations between violent video game
use and aggressive behavior, including aggressive affect and
decreased empathy, aggressive cognition, and lower levels of

prosocial behavior, albeit with relatively small effect sizes
(Anderson et al., 2010; APA Task Force on Violent Media,
2015). While violent video game use is a risk factor for adverse
outcomes, the link between violent video game use and delinquency
or criminal behavior is not yet established (Calvert et al., 2017).

In 2005, the APA adopted a Resolution on Violence in Video
Games and Interactive Media. Subsequently, APA (2015) formed a
Task Force on Violent Media in order to ensure that the resolution
was informed by the best and most current science available. Four
meta-analytic reviews examining the impact of violent video game
use on a variety of negative outcomes indicated an adverse effect of
violent video game use on outcomes such as aggressive behavior,
aggressive cognition, aggressive affect, prosocial behavior, reduced
empathy, and desensitization to aggression. All four meta-analyses
reported an effect size greater than zero and a narrow range
of unadjusted effect sizes (.14—.29). However, the Task Force
acknowledged that the meta-analyses included very few longitudi-
nal studies and those that did, did not consider enough time points,
gender differences, and degree of exposure, or test the role of
multiple risk factors or motivations for using violent games. As
such, the Task Force endorsed funding of basic and intervention
research to address the multiple gaps in knowledge about the effects
of violent video game use. In 2020, APA provided a revision to the
2015 resolution cautioning against attributing violence to violent
video games use and urging further study (APA, 2020).

Several professional organizations have considered diagnostic
criteria associated with gaming. The World Health Organization
(2018) considers gaming disorder (GD) a mental health condition in
the International Classification of Diseases 11th Revision ICD-11).
Criteria include behavioral salience, losing interest in and reducing
other recreational activities, impaired control over gaming, and
continuation or escalation of gaming despite the occurrence of
negative consequences. In addition, the Diagnostic and Statistical
Manual of Mental Disorders (DSM-5) (American Psychiatric
Association, 2013) includes internet gaming disorder (IGD) as a
condition for further study. The condition consists of nine criteria,
including preoccupation, withdrawal symptoms, tolerance, unsuc-
cessful attempts to control participation, and loss of interest in
previous hobbies and/or entertainment. Critics of both GD and
IGD indicate that they lack basic theory, definitions, properly
validated and standardized assessment tools, and a clear consensus
in terms of what constitutes problematic use (Aarseth et al., 2017;
Lam et al., 2009; Van Rooij & Kardefelt-Winther, 2017). Moreover,
criteria based on gambling addiction or substance use disorder may
be artificially applied to gamers.

Whether GM or IGD is a distinct disorder or symptom of an
underlying problem remains to be determined (Bean et al., 2017).
Distinctions need to be made between those who use games
excessively but not problematically and those who experience
psychosocial impairment as a function of excessive game use
(Kuss et al., 2017). Relatedly, APA has issued guidelines for
promoting healthy technology use for children, which include
discussing the benefits as well as the risks of technology
(APA, 2019).

Rather than viewing video game playing as positive or negative, it
may be more accurate to conceptualize gaming within a context that
considers developmental age, purpose, user traits, and culture.
Attention to critical factors such as game content (e.g., violent
vs. nonviolent), context (e.g., solo, social competitive, social
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cooperative), and purpose are crucial to understanding the impact of
game playing on psychosocial functioning (Elson et al., 2014). In
addition, factors such as one-time versus repeated exposure, parental
involvement and supervision, and short- or long-term effects are
important to consider when understanding the effects of violent
video game use (Calvert et al., 2017). Caution must be paid to
pathologizing video game use which may be premature and unduly
limit testing the validity of GD (Bean et al., 2017). Finally, caution
must be paid around interpretations about causal versus correlational
results. For example, rather than depression being interpreted as an
effect of games, it may be that gaming is an outcome of poorer well-
being (Carras et al., 2019). Ethnographic research with actual
gamers is warranted to understand video game use from the
perspective of those who are engaged with its use.

Telepsychology

Telepsychology is defined as the provision of psychological
services using telecommunication technologies (American
Psychiatric Association, 2013). Terms such as telepsychology, tele-
mental health, e-therapy, cybertherapy, email therapy, computer-
mediated interventions, and online therapy are oftentimes used
interchangeably in the literature (Amichai-Hamburger et al., 2014).
Telecommunication technologies include, but are not limited to,
telephone, mobile devices, interactive videoconferencing/webcam,
email, chat, text, and internet (e.g., self-help websites, blogs, and
social media). These communications may be synchronous, with
multiple parties communicating in real time (e.g., interactive
videoconferencing, telephone), or asynchronous (e.g., email, online
bulletin boards, storing and forwarding of information). Technology-
based mental health interventions have the potential to transform
access for those limited geographically such as persons living in
rural areas, by medical condition, financial constraint, or other
barriers.

While the Veterans Administration has used video teleconferenc-
ing to provide therapy for more than 20 years, more psychologists
are offering telepsychology, or telemental health (Novotney, 2017).
APA’s Center for Workforce Studies has documented telehealth’s
growth. From 2000 to 2008, practicing psychologist’s email use
with clients for service delivery more than tripled and their use
of videoconferencing with clients rose from 2% to 10% (Morland
et al., 2010).

Technological advancements have enabled new stand-alone
mental and behavioral health services (e.g., therapy provided
over videoconferencing) as well as augmented or extended tradi-
tional in-person services (e.g., psychoeducational materials posted
online after an in-person therapy session) (Maheu et al., 2012).
Psychological services may be enhanced by enabling psychologists
to provide support to clients between face-to-face visits. For
example, the effectiveness of a text-message-based maintenance
intervention for depression (TMMI-D) has been demonstrated
(Schlicker et al., 2018). With the rise in smartphone use, therapy
is available through downloadable apps and related companies. The
accessibility, affordability, and convenience provided by online
therapy companies are appealing for many consumers, especially
among generations accustomed to interactions via technology
(Novotney, 2017).

Digital therapeutics, which include digital health devices, soft-
ware, and applications, are designed to treat a variety of disorders

such as depression, sleep disorders, substance abuse disorders, and
attention-deficit/hyperactivity disorder (Weir, 2018). Technological
telemental health using videoconferencing, email, real-time chats,
text messaging, and telephone formats has been used effectively
across a wide variety of psychotherapeutic interventions and clinical
populations, including adults with anxiety and depression (Griffiths
et al., 2006; Spijkerman et al., 2016), adults with panic disorder and
agoraphobia (Bouchard et al., 2004), children with depression
(Nelson et al., 2003), combat veterans with PTSD (Frueh et al.,
2007), adolescents and adults enrolled in smoking cessation pro-
grams (Spohr et al., 2015; Woodruf et al., 2007), and adolescents
with symptoms of disordered eating (Heinicke et al., 2007). While
many of these studies have employed cognitive—behavioral therapy
online (e.g., Bouchard et al., 2004; Frueh et al., 2007), others
have used mindfulness-based interventions (e.g., Spijkerman et al.,
2016).

A meta-analysis of 148 peer-reviewed publications examining
the use of videoconferencing to deliver patient interventions
showed high patient satisfaction, moderate-to-high clinician satis-
faction, and positive clinical outcomes (Richardson et al., 2009).
Moreover, several studies, including meta-analysis, have found
comparable outcomes between internet-based therapy and face-
to-face therapy with a range of clients and presenting issues (Barak
et al., 2008; Frueh et al., 2007; Morland et al., 2010; Rees &
Maclaine, 2015). Although many of these studies used videocon-
ferencing, similar results have also been demonstrated comparing
asynchronous messaging therapy such as text messaging plus
Web or in-person intervention modalities, with stand-alone face-
to-face therapy (e.g., Bergstrom et al., 2010; Spohr et al.,
2015).

In addition to the provision of psychological services, mobile
phone applications have been developed to predict patients’ mood,
emotions, cognitive/motivational states, activities, environmental
context, and social context based on phone sensor values (e.g.,
global positioning system, ambient light, recent calls) (Burns et al.,
2011). Such context-aware mobile systems can predict the patients’
categorical contextual states (e.g., location), alert them to a possible
state of depression (being at home on the weekend for unexpected
lengths of time), and consequently encourage activity to alleviate
possible symptoms of depression.

In addition to the applications of telepsychology for a range of
clinical issues, telepsychology has been used for psychoeducational
purposes with positive results. This includes online interventions
designed to facilitate knowledge about alcohol and drug use among
teenagers resulting in improved education (Newton et al., 2009) and
reductions in subsequent reported use (Schwinn et al., 2010).

There have been calls for improved telepsychology outcome
research methodology, including the use of an active control
condition in randomized studies, assessment of the impact of
therapist effects and the clinician—client relationships, an evaluation
of how technology may mediate different treatment approaches, and
exploration of the limits of telepsychology such as understanding
when face-to-face treatment is more appropriate.

Informed by APA standards and guidelines, including the
Ethical Principles of Psychologists and Code of Conduct (APA,
2002, 2010) and the Record Keeping Guidelines (APA, 2007), APA
(2013) developed guidelines for the practice of telepsychology.

Two key issues addressed by these guidelines concern (a) the
psychologist’s own knowledge of and competence in the provision
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of telepsychology and (b) the need to ensure that the client/patient
has a full understanding of the potentially increased risks for loss
of security and confidentiality when using technologies. Inter-
jurisdictional practice, that is, familiarity and compliance with
relevant laws and regulations when providing psychological ser-
vices across jurisdictional and international borders, emerges as
another key issue. Licensing boards generally expect the provider to
be licensed in the jurisdiction in which the patient is located.
However, rules regarding telepsychology practice are not uniform
from state to state or comprehensive (APA Practice Organization,
2014). While some states have enacted telehealth/telemedicine laws
that include psychological services, details vary in terms of how
both psychological practice and telepsychology are defined, as well
as psychologists’ disclosure requirements. Many licensing boards
expect psychologists to obtain appropriate informed consent and
discuss potential risks and benefits of telehealth with patients. States
vary in terms of what technologies are acceptable for coverage and
reimbursement. For example, in some states telephone, fax, or email
messaging is excluded, whereas interactive audio, video, or data
communications are included. States have started to expand the
regulatory infrastructure for telemental/telebehavioral health ser-
vices. The COVID-19 health crisis resulted in legislation and
guidelines that expanded psychologist’s ability to provide services
to clients at home during the pandemic (DeAngelis, 2020).
Telepsychology has great potential to continue to provide ser-
vices to a range of diverse populations while breaking the bound-
aries of location, space, and even time limitations. One of the major
challenges will be ensuring that trainees receive the education
necessary to deliver services using rapidly changing telecommuni-
cations technology. This will require ensuring that they develop
skills for not only delivering competent clinical services, but also
delivering these services via a wide range of technical mediums.

VR, Al, and Applications

Developments in simulated experiences and environments via
VR and Al have converged with clinical, diagnostic, and educa-
tional applications for a range of psychological and social issues. VR
is an advanced form of human—computer interface that allows
users to interact with and/or become immersed within a computer-
generated simulated environment/virtual environment (VE). Real-
time computer graphics and sensory input devices are utilized.
Head-mounted displays and tracking systems are often employed
to deliver computer-generated images and sounds in a virtual scene,
similar to what one would see and hear in the real world. People act
and respond to events and situations within VR as if these were
real, also known as “presence” (Sanchez-Vives & Slater, 2005). Al
replicates or simulates human intelligence in machines whereby
technological devices are programmed with the perception of a
responsive being. Al includes virtual human agents such as ani-
mated avatars and robots. Immersive exposure experiences through
VR and Al provide an opportunity to activate emotional and
behavioral responses and modify them as needed (such as in the
case of phobias and trauma/PTSD), or distract one from the real
world (such as in the case of pain management).

Many researchers have argued that behaviors in virtual worlds are
adequate analogues of real-life behavior (e.g., Feldon & Kafai,
2008; Yee et al., 2007). VR applications were initially developed in
the early 1990s for exposure therapy targeting anxiety disorders.

VEs and VR exposure therapy simulations have since exploded with
demonstrated statistical significance and clinical effectiveness for
addressing many social and psychological issues, including a range
of phobias (e.g., heights, flying, spiders, small spaces, storms)
(Botella et al., 2000; Miloff et al., 2019), stress management in
physically ill patients (Schneider & Workman, 1999), trauma/PTSD
(Gerardi et al., 2008; Rizzo et al., 2014; Rothbaum et al., 2001),
body image disturbances and eating disorders (Ferrer-Garcia et al.,
2017; Riva & Melis, 1997), and pain reduction (Hoffman et al.,
2000; Wiederhold et al., 2014). Meta-analysis of randomized
control trials of virtual reality exposure therapy (VRET) for many
anxiety and related disorders and depressive symptoms show
moderate-to-large effects, as well as long-range effects at 6- and
12-month follow-ups (Carl et al., 2019; Deng et al., 2019). How-
ever, mixed results have been demonstrated for differential effects of
VRET versus in vivo conditions.

VR has been applied to the development of a variety of skills in
various contexts. The military currently uses VR to help service
members with stress resilience, navigate cross-cultural interactions,
and learn and develop negotiation and leadership skills (Rizzo et al.,
2011). In addition, VE has been used to enhance skills in patients
who experience challenges or anxieties in interpersonal communi-
cation such as children with autism (Herrera et al., 2008; Strickland,
1997) and individuals with Asperger’s syndrome (Cobb et al.,
2002). VR components may be utilized to allow patients to practice
learned cognitive and/or behavioral skills (Amichai-Hamburger
et al.,, 2014). VR and VEs also allow for observations in real
time and with other live participants in the assessment and evalua-
tion of attention (Rizzo et al., 2001), spatial skills (McComas et al.,
1998), executive cognition skills (Pugnetti et al., 1998), social skills
(Harvey et al., 2019), and interpersonal and intergroup behavior
(Tawa, 2017).

Advances in Al have been applied to delivery of clinically related
support services. SimCoach, for example, provides an opportunity
for military service members and their families to receive self-care
through an online, interactive, and virtual human agent. Virtual
human agents can listen, give advice, provide links to resources, or
tell a story related to the participant’s experience. Robots represent
the physical embodiment of Al and have been similarly used in
clinical capacities. Robotherapy (Libin & Libin, 2004) or robot-
assisted/enhanced therapy is “the use of robots in a personalized
evidence-based psychotherapy framework...to help...psy-
chotherapists to accomplish their clinical roles and aims” (David
et al.,, 2014). Robots and robot-assisted therapy have diagnostic
promise as well as the potential to improve the social skills of
children diagnosed with autism spectrum disorder (ASD) (Esteban
etal.,2017; Goodrich et al., 2012; Ramirez-Duque et al., 2020; Thill
et al., 2012). In particular, studies have shown that robots may be
beneficial in ASD therapies as mediators between human models/
therapists and children diagnosed with ASD (Diehl et al., 2012).
Social robots have also been shown to have positive effects on the
well-being of older populations in reducing loneliness and increas-
ing social connection (Bemelmans et al., 2012). One example is a
robot shaped like a baby seal, named Paro, that interacts with users
to encourage positive mental effects such as encouragement, enjoy-
ment, and relaxation. Paro is currently in use at pediatric hospitals
and eldercare facilities. Interaction with Paro has been shown to
improve users’ moods, making them more active and communica-
tive with each other and caregivers, and reduce stress in older users
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with long-term effects (Robinson et al., 2013; Wada et al., 2004).
Critics have argued that more rigorous research is needed to clarify
the effectiveness (i.e., effect size, clinical relevance) and the me-
chanisms of change in the case of social robots for the elderly
(Broekens et al., 2009; Costescu et al., 2014). In addition, more
research is needed on whether interactions with robots can be
generalized to real-life interactions, such as in the case of children
with autism (Ricks & Colton, 2010).

It may be predicted that the development of credible virtual
humans will lead to an array of alternative educational and thera-
peutic services. Some have proposed creating robots that are capable
of operating autonomously in the future (Esteban et al., 2017).
Ensuring that psychologists remain engaged in this work is crucial to
the development and implementation of effective and ethical
applications.

Discussion

The field of cyberpsychology will increasingly flourish as tech-
nology continues to develop and is utilized. It fact, new psycholog-
ical phenomenon will likely emerge. The affective, cognitive, and
behavioral implications of cyber on an individual, dyadic, and group
level are in many ways just beginning to be researched and under-
stood. The following sections will describe ethical considerations as
well as implications for clinical work, education and training, and
research in the field of cyberpsychology.

Ethics

A number of unique ethical issues may arise with research using
social media data. These include the public—private domain distinc-
tion online, confidentiality and security of online data, procedures
for obtaining valid consent, procedures for ensuring withdrawal
rights and debriefing, levels of researcher control, and implications
for scientific value and potential harm. Present-day studies such as
those that use social media, smartphone capabilities, and wearable
sensors to measure physical activity and diet and to assess adverse
drug reactions raise new and nuanced ethical issues regarding
participant privacy, informed consent, and data security (Bloss
etal., 2016). The use of a range of social media sites and smartphone
usage leaves behind digital footprints which have been used by
companies and researchers to predict secondary data such as
political views, religion, shopping preferences, well-being, sexual
orientation, intelligence, and personality traits (Gladstone et al.,
2019; Kosinski et al., 2013; Park et al., 2015; Settanni et al., 2018;
Stachl et al., 2019). The widespread availability of extensive records
of individual behavior, together with the desire to learn more about
customers and citizens, presents serious challenges related to
privacy and data ownership (Conway, 2014). Moreover, this has
become a controversial area of study as increasingly powerful Al has
been applied to masses of detailed personal data to predict a range of
human behavior from consumer preferences to the likelihood of
criminal activity. Ethical processes and procedures have not kept up
with technological developments. New forms of research enabled by
technological advances in information technology, data science, and
other fields have outpaced federal regulations for the protection of
human subjects (Pagoto & Nebeker, 2019). Federal guidelines do
not currently address the ethical use of social media data such as

publicly available tweets in research, and IRB boards are often
unprepared for these challenges.

Psychologists are well positioned to contribute to cyberpsychology-
related research, articulate caution around the validity of this
research and its applications, and help to develop guidelines for
the protection of individuals and communities from potentially
harmful consequences. In this vein, Pagoto and Nebeker (2019)
outline specific steps the scientific community can take to ensure the
ethical use of social media data in scientific research. For example,
they propose collaboration across disciplines and sectors (e.g.,
academia, industry) to respond to rapid changes in technology.
Representative disciplines would reflect behavioral science, engi-
neering, medicine, research ethics, and law to establish and maintain
standards for social media research. Another step would be to
convene ‘“technology ethics boards” in universities and other
research organizations to advise scientists, research participants,
Insititutional Review Boards, and the public. More conversations
among funding agencies, policymakers, editors, and researchers to
create the necessary infrastructure to allow for ethical and effective
research are certainly needed.

Similarly, the British Psychological Society (2017) developed
guidelines for internet-mediated research (IMR). BPS defines IMR
broadly as “any research involving the remote acquisition of data
from or about human participants using the internet and its associ-
ated technologies.” The guidelines are based on four main ethics
principles as outlined in the Society’s Code of Human Research
Ethics, that is, respect for the autonomy, privacy and dignity of
individuals and communities; scientific integrity; social responsi-
bility; and maximizing benefits and minimizing harm.

Exaggerated claims have been made about the predictive power
of big data in determining a range of behavior such as recidivism
rates, which impact judges’ decisions around sentencing (Angwin et
al., 2016), and the application of predictive policing which uses
algorithms to forecast who may commit a crime and likelihood of
occurrence. Despite its widespread adoption, predictive policing is
subject to bias and difficult to evaluate (Braga, 2007; Shapiro, 2017;
van Brakel, 2016). For example, offender-based modeling algo-
rithms were found to misidentify low-risk black defendants as high
risk and high-risk white defendants as low risk (Angwin et al.,
2016). Involving psychologists in the development and assessment
of these types of algorithms may help to minimize algorithmic bias.

Clinical Implications

Telepsychology is increasingly being used to diagnose, treat,
monitor, and provide services to communities as smartphones,
laptops, and tablet computers can easily link psychologists and
other mental health professionals to clients (e.g., Sexton et al.,
2012). Understanding the most effective and ethical ways to inte-
grate technology, including mobile technology and related “apps,”
social media, VR, “smart homes,” and wearable monitoring devices
into in-person care will have continued relevance to the psychology
profession.

Cultural competence will also be progressively essential to ethical
and effective practice (Ancis, 2003) as psychologists utilize cyber
technologies with diverse populations across the globe. In fact,
interacting online or with VR may help decrease the culture-based
shame and stigma that some individuals and groups experience with
traditional psychotherapy (Ancis, 2004). Psychologists’ sensitivity
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toward differences in exposure and attitudes toward cyber technol-
ogy as a function of age, socioeconomic, and generational status is
relevant to developing a therapeutic relationship and informing
interventions. Moreover, understanding intergenerational differ-
ences in perceptions of appropriate communication patterns such
as the use of abbreviations, memes, and emojis/bitmojis is particu-
larly relevant in online clinical settings.

It can be predicted that ethical guidelines in the use of telepsy-
chology will continue to expand as clinicians use technologies in
an array of settings from private practice, hospitals, community
mental health centers, and military centers to academia (American
Psychiatric Association, 2013; APA, 2019; Campbell et al., 2018).
Matters related to clinician competence, security and transmission of
data, interjurisdictional practice, and informed consent will require
ongoing conversations and research in order to ensure that services
are being delivered both effectively and ethically. Moreover, de-
terminations of both the strengths and limitations of online therapy
such as with more serious mental health issues are crucial. The role
of psychologists is imperative here as they work with technology
companies to ensure the responsible provision of services that attend
to these concerns.

In addition to telepsychological services, we can expect continued
growth in the development of sophisticated technologies associated
with VR systems. VR has the potential for addressing an even wider
range of physical, emotional, social, cognitive, and psychological
issues than it does currently (Rizzo & Koenig, 2017). This includes
moving from the use of mediated VR to serve as a supplement or
augment therapy to more autonomous VR agents which may call for
a reevaluation of therapist’s roles. In the area of self-help, the
internet, media (e.g., DVD), apps, and other mechanisms have
led to greater accessibility of VR scenarios to the general public.
These developments may require a new skill set among psychol-
ogists to accommodate changes in how services are delivered.
Psychologists may be increasingly called on to serve as guides or
coaches as people navigate and utilize this technology for a range of
presenting problems and concerns.

In addition to treatment applications, VR and the development of
cyber technologies has the potential to continue to advance diag-
nostic and assessment procedures. VR allows for assessment to
move from a more “static”’ approach as currently conducted, to
“dynamic” interactive testing and interventions, such as in the area
of rehabilitation (Rizzo et al., 2002). The ecological validity of such
testing may vastly improve as it simulates real-world scenarios
(Rizzo et al., 2002).

As cyber technologies develop and become more readily avail-
able, the importance of clinicians practicing within their scope of
qualifications, competence, and expertise becomes more salient.
Understanding the limitations and potentially negative effects is
crucial. For example, VE-related side effects have been reported in
some participants such as nausea-related cybersickness and postural
control and perceptual-motor disturbances associated with sensory
cue incongruity (Kennedy et al., 1994; Rolland et al., 1995).

In addition to direct clinical work, the contributions of psychol-
ogists to the development of a range of cyber use guidelines are
needed. This work may inform the prevention of problematic cyber
use. For example, according to the APA’s annual Stress in America
survey (APA, 2017), 94% of parents say they take at least one action
to manage their child’s technology usage during the school year.
Yet, 48% indicate that regulating their child’s screen time is a

constant battle, and 58% indicate they worry about the influence of
social media on their child’s physical and mental health. Guidelines
for cyber use which attend to developmental age may help with these
social phenomena.

Aging and Disability

As devices such as televisions, telephones, and home security
systems have become more integrated with computer networks, the
ability to interact with technology becomes a necessary life skill.
Technology is currently used in practically every sphere of life,
including service delivery, transfer of health information, and
communications. Considerations to sociodemographic factors such
as age and ability are vital to ensuring accessibility for all.

Both aging and disability have implications for the use of
technology. Moreover, visual, auditory, cognitive, and motor im-
pairments and disruptions are more likely to occur with aging
(Administration on Aging, 2002; Hawthorn, 2000). Persons aged
65 and over numbered 50.9 million in 2017 (the most recent year for
which data are available), representing 15.6% of the population, or
more than one in every seven Americans (Administration for
Community Living, 2018). In 2017, 35% of people aged 65 and
over in the United States reported some type of disability (i.e.,
difficulty in hearing, vision, cognition, ambulation, self-care, or
independent living) (Kraus et al., 2018). Older adults with a physical
disability are less likely than seniors who do not face physical
challenges to go online (Smith, 2014). Adaptive devices such as font
enlargement software, graphical aids, or amplification systems may
be needed by many individuals in order to successfully interface
with technology (Harvie et al., 2016).

Technological systems are also being developed to help people
successfully age by being more active, embrace healthy lifestyles,
and remain socially connected. Older adults are the fastest growing
computer and internet user group in both personal and workplace
contexts (Wagner et al., 2010) and more than half of older adults
(i.e., 65 years or older) are internet users (Roberts et al., 2018).
However, older adults, especially those who are less affluent and
well educated, experience greater computer anxiety, feel less confi-
dent in their computer use, and have more skeptical attitudes about
the benefits of technology than younger adults (Kelley & Charness,
1995; Marquié€ et al., 2002; Smith, 2014). Psychologists can take the
lead in assessing the needs and preferences of diverse populations
and help inform design solutions. As the population ages, psychol-
ogists must consider ways to impact the age-based digital divide.
This includes working with computer developers to design technol-
ogy for easier and effective use and teach people to take advantage
of technologies that are available.

Education and Training

Training students in the use and integration of technology to
prepare them for the future delivery of services is needed as they
take on novel and expanding professional roles. This includes the
application of technology for clinical services and research activi-
ties, new and evolving ethical matters, and research topics requiring
further investigation. Such an endeavor will require a reexamination
of traditional course curriculum and training requirements to
respond to this new landscape. Fundamental questions regarding
what is currently missing, what is needed, and what is no longer
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relevant must be explored. Ethics around the use of technology and
social media in research and clinical settings, and effective clinical
practice in telepsychology are two areas that should be incorporated
into current training modules.

The use of VR, specifically virtual standardized patients who are
trained to simulate a clinical presentation of a patient, has great
promise for clinical training, particularly for use in clinical assess-
ments, interviews, and diagnosis (Shute & Ke, 2012). Psychology
training programs may benefit from designing effective ways to
utilize and incorporate VR in educating and supervising students.

Although beyond the scope of this article, it is likely that more
course work will be delivered online in the future, including
psychology undergraduate and graduate coursework. Online educa-
tion has exploded as a method of teaching with a number of
advantages, including reaching remote students and providing
education to a wider audience (DeMillo, 2015; Schwitzer et al.,
2001). Online course instruction alone or in conjunction with face-
to-face meetings may be more conducive to open and honest
expression and perceived as less threatening than only face-to-
face (Ancis, 1998, 2003; Salter et al., 2017). An instructor’s attitude
toward and comfort level with technology certainly plays a role in
creating a space for active and effective learning. As such, psychol-
ogy instructors would do well to develop related skills.

Research Directions

Developments in cyber have had a profound impact on practically
every aspect of human life, including education, healthcare, the
workforce, and mundane activities such as shopping. The affective,
cognitive, and behavioral implications on an individual, dyadic, and
group level are in many ways just beginning to be researched and
understood. New phenomenon has emerged in the technical age.
This includes the use of online or digital media as a substitute for in-
person and offline interaction, a situation made profoundly clear
during the Coronavirus pandemic. As new technology develops and
is implemented, such as 5G, novel phenomenon will emerge
requiring study. This includes the impact of cyber on the labor
market. What will the future of work look like with increased
automation? What types of job skills will be necessary? How
may psychologists best prepare individuals and communities for
such changes? Additional research is also needed on the impact of
social media content and form on individual’s and communities’
perspectives and understanding of societal issues. Questions include
“How do memes impact critical thinking?,” “What are the implica-
tions for informed discussions and social justice?,” and “How are
psychologists as consumers of social media impacted and how does
this affect their research and practice?”

The field of cyberpsychology will continue to grow exponentially
as technologies and associated applications change rapidly over
time. There may be a tendency among some clinicians and re-
searchers to critique the emergence of cyber in our everyday life and
profession. Certainly there is room for valid criticism and concern.
Cyber-related addictions, interpersonal disconnectedness, and
online security threats are troubling social issues. However, cyber
can also be employed for good in cases such as the use of artificial
neural networks as indicators of tumors (Li et al., 2015), personal-
ized educational materials, and social connectedness.

Psychologists, through their training and skills, are uniquely
positioned to be a force for innovation and good as we navigate

this new world. Moreover, 21st-century science calls for psychol-
ogists to engage in interdisciplinary work with other professionals
such as computer scientists, engineers, and bioinformatics experts.
Psychologists and other social scientists must take the lead in
providing the necessary infrastructure to allow cyberpsychology
to flourish in the most scientific and ethical way possible with
applications to solving real-world problems.
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